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PART 1
Appropriate Policy Document
Required under the Data Protection Act 2018, Schedule 1, Part 4.
Prepared by: James Foster Le-Grys, acting Data Protection Officer
Version: 1.0   Date: June 2026   Review: annually, alongside the DPIA, or sooner if the processing changes
This Appropriate Policy Document (APD) is required by the Data Protection Act 2018, Schedule 1, Part 4, because Espire relies on a Schedule 1 condition to process special category data. It must be retained for as long as the relevant processing continues, plus a further 6 months, and made available to the Information Commissioner's Office (ICO) on request.
1. Condition relied upon
Espire relies on the condition at Schedule 1, Part 2, paragraph 8 of the Data Protection Act 2018 (the “equality of opportunity or treatment” condition) for the processing of ethnicity data in anonymised, aggregated form, for the purpose of equality, diversity and inclusion (EDI) monitoring within the STEM On Track programme.
This condition is relied on only for the aggregate monitoring purpose. It does not extend to, and is not relied upon for, the use of ethnicity data to personalise an individual student's on-screen character, because paragraph 8 expressly excludes processing for measures or decisions with respect to a particular individual. That use instead relies on explicit consent under Article 9(2)(a) UK GDPR, as set out in the Race Academy Privacy Policy and at Part 2 of this document (the Record of Processing Activities).
2. How the condition is satisfied
· Necessity — the processing is carried out for the purposes of identifying or keeping under review the existence or absence of equality of opportunity or treatment between groups of students, with a view to enabling such equality to be promoted or maintained;
· Appropriate safeguards — the processing is carried out with appropriate safeguards for the rights of data subjects, as described in Section 3 below;
· No decisions about individuals — ethnicity data used for this purpose is collected only with explicit parental consent, is reviewed only in anonymised, aggregated form, and is never used to identify or make a decision about a particular student;
· Re-identification risk managed — small group counts are suppressed in any report so that no individual can be identified by combination with other available information.
3. Compliance with the data protection principles
	Principle
	How we comply

	Lawfulness, fairness, transparency
	Processing is explained to parents in the Race Academy Privacy Policy at the point consent is sought; ethnicity is collected only with explicit, separately tickable consent, never bundled with consent to participate.

	Purpose limitation
	Ethnicity data relied on under this condition is used only for aggregate EDI monitoring and associated social impact (SROI) reporting. It is not used for any other purpose without a further lawful basis.

	Data minimisation
	Only ethnicity (not, for example, nationality or immigration status) is collected for this purpose. A “prefer not to say” option is offered. Identifiable data is not necessary for the monitoring purpose once aggregated, so aggregation takes place as early as practicable.

	Accuracy
	Ethnicity is self-reported (by the parent/guardian) and is not inferred or assumed; parents may correct it at any time.

	Storage limitation
	Identifiable ethnicity data is retained only for as long as the associated student record, or until consent is withdrawn, whichever is sooner (see Section 4). Anonymised aggregate data, once it is no longer personal data, may be retained indefinitely for trend reporting.

	Security
	Stored on encrypted, access-restricted infrastructure (ISO 27001 / SOC 2-aligned); access limited to authorised staff; aggregate reports suppress small group counts.

	Accountability
	This APD, the DPIA, and the Record of Processing Activities are maintained and reviewed together by the acting DPO, with Director sign-off.


4. Retention and erasure policy for this data
Identifiable ethnicity data processed under this condition is retained for the same period as the associated student record (academic year of participation, plus 3 months), or until the parent/guardian withdraws consent, whichever is earlier. On expiry of this period, or on withdrawal, the identifiable data is securely deleted, including from backups, within 30 days.
Once ethnicity data has been aggregated and anonymised for diversity monitoring or SROI reporting such that no individual can reasonably be identified from it, it is no longer personal data for the purposes of UK GDPR and this retention limit does not apply; it may be retained for ongoing trend analysis.
5. Review
This APD is reviewed annually alongside the DPIA, and sooner if the processing, the condition relied upon, or the associated risks change materially. It is retained for the duration of the relevant processing plus a further 6 months, in line with Schedule 1, Part 4, paragraph 41 of the Data Protection Act 2018.
6. Approval

	Role
	Name
	Signature
	Date

	Acting DPO advice
	James Foster Le-Grys
	[image: ]
	25/06/26

	Director approval
	Adam Sirett
	
	__________


PART 2
Record of Processing Activities
Article 30 UK GDPR
Controller: Espire Education Group Limited
Data protection contact / acting DPO: James Foster Le-Grys (james@espireeducation.co.uk)
Version: 1.0   Date: June 2026   Review: annually or on significant change


1. School and teacher onboarding & programme administration
	Purpose of processing
	Onboarding schools/teachers, delivering the programme, and managing the relationship.

	Categories of data subjects
	Teachers and school staff.

	Categories of personal data
	Name, email, postal/delivery address, finance team contact.

	Lawful basis (Art. 6) / condition (Art. 9)
	Art. 6(1)(f) legitimate interests (programme delivery and administration).

	Categories of recipients
	Authorised Espire staff; infrastructure provider; accountants/finance.

	International transfers
	None (UK/EEA).

	Retention period
	Duration of participation + 3 months.

	Security measures
	Encryption in transit and at rest; access controls; two-factor authentication.



2. Student Race Academy platform accounts
	Purpose of processing
	Creating and managing student accounts to access educational content.

	Categories of data subjects
	Students (children, primarily 11–16; over-16s may participate if not driving).

	Categories of personal data
	Name, school email, date of birth.

	Lawful basis (Art. 6) / condition (Art. 9)
	Art. 6(1)(f) legitimate interests; date of birth also supports the age-13 consent threshold and driver eligibility. Parental consent obtained for under-13s before any personal data is processed.


	Categories of recipients
	Authorised Espire staff; Marca Media (technical support); infrastructure provider.

	International transfers
	None (UK/EEA).

	Retention period
	Academic year of participation + 3 months; backups removed within 30 days of retention end.

	Security measures
	Data encrypted within the platform; restricted access; two-factor authentication.



3. EDI data — character personalisation & diversity monitoring
	Purpose of processing
	Personalising a student's on-screen character (where consented) and aggregate diversity (SROI) monitoring.

	Categories of data subjects
	Students (children).

	Categories of personal data
	Ethnicity, gender, year group.
Ethnicity is special category data — racial/ethnic origin.

	Lawful basis (Art. 6) / condition (Art. 9)
	Art. 6(1)(a) consent + Art. 9(2)(a) explicit consent (parental) for character personalisation. For aggregate monitoring, also DPA 2018 Sch. 1 Pt. 2 para. 8 (equality of opportunity) — see the Appropriate Policy Document at Part 2.

	Categories of recipients
	Authorised Espire staff; infrastructure provider. Aggregate (anonymised) outputs used in SROI reporting.

	International transfers
	None (UK/EEA).

	Retention period
	Held only with consent; identifiable data deleted with the student record (academic year + 3 months) or on withdrawal. Anonymised aggregate data is not personal data and may be retained.

	Security measures
	Collected only where consent recorded; small cell counts suppressed in reporting; encryption and access controls.



4. Driver medical / fitness declaration
	Purpose of processing
	Confirming a student is medically fit to take part as a driver on race days, including emergency medical response.

	Categories of data subjects
	Students taking part as drivers (16 or under by 1 June 2027).

	Categories of personal data
	The completed medical declaration, including the underlying medical information provided by the parent/guardian.
Special category data — health. The full declaration is retained (see Retention); this is a deliberate decision, not a minimisation measure, and is reflected as a residual risk in the DPIA.

	Lawful basis (Art. 6) / condition (Art. 9)
	Art. 6(1)(a) consent / 6(1)(f) participant safety + Art. 9(2)(a) explicit consent (parental). Art. 9(2)(c) vital interests may additionally justify emergency disclosure to on-site medical providers where the emergency itself makes it inappropriate or impossible to check consent first — vital interests is not contingent on attempting a consent check during the emergency.

	Categories of recipients
	Authorised Espire staff; on-site private paramedics (e.g. MediTechGlobal) in a genuine medical emergency, limited to consented drivers. 

	International transfers
	None (UK/EEA).

	Retention period
	Retained, including the underlying medical information, until the National Finals race event, then securely deleted, including from backups, within 30 days. This matches the Data Protection Policy and Race Academy Privacy Policy and supersedes any earlier reference to flag-only retention.

	Security measures
	Restricted access; encryption; access limited to authorised staff and, in a genuine emergency, on-site medical providers.



5. Race day event management
	Purpose of processing
	Managing race day events safely and meeting insurance requirements.

	Categories of data subjects
	Students and teachers attending events.

	Categories of personal data
	Name; driver fitness status, where applicable.

	Lawful basis (Art. 6) / condition (Art. 9)
	Art. 6(1)(c) legal obligation / 6(1)(f) legitimate interests (safety, insurance).

	Categories of recipients
	Event management agency. No personal data is shared with the hosting circuit (e.g. Whilton Mill, Silverstone); safety and insurance compliance are managed directly by Espire.

	International transfers
	None (UK/EEA).

	Retention period
	Not retained by any venue; Espire-held data retained per the student/driver records above.

	Security measures
	Limited access; processor contract terms.



6. Marketing, communications & photography
	Purpose of processing
	Programme communications and promotion, including photographs.

	Categories of data subjects
	Teachers, schools, students.

	Categories of personal data
	Name, email; photographs that may include students (personal data, not special category).

	Lawful basis (Art. 6) / condition (Art. 9)
	Art. 6(1)(a) consent for marketing and for use of photographs; service/operational emails under Art. 6(1)(f).

	Categories of recipients
	Authorised Espire staff; marketing channels as consented.

	International transfers
	

	Retention period
	Photographs retained only while consent subsists; removed from future materials, including from any digital channel Espire controls, on withdrawal where this is technically possible. Material already printed, broadcast, or shared by a third party before withdrawal cannot always be recalled.

	Security measures
	Consent recorded and respected; withdrawal actioned promptly.



7. Finance & accounting records
	Purpose of processing
	Financial administration and statutory record-keeping.

	Categories of data subjects
	School/teacher finance contacts.

	Categories of personal data
	Name, finance contact details, transaction records.

	Lawful basis (Art. 6) / condition (Art. 9)
	Art. 6(1)(c) legal obligation; Art. 6(1)(f) legitimate interests.

	Categories of recipients
	Accountants/finance; authorised staff.

	International transfers
	None (UK/EEA).

	Retention period
	As required by tax/accounting law (typically 6 years).

	Security measures
	Access controls; encryption.
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